






Prevent 

• Back-up files in external hard

drive

• Beware of phishing emails,

spams, and clicking malicious

attachment

• Disable the loading of macros

in your Office programs

• Keep your Windows OS and

antivirus up-to-date.

• Upgrade to Windows 10 .

• Enable file history or system

protection.

• Use Microsoft Edge to get

SmartScreen orotection

• Use two factor authentication

• Disable your Remote Desktop

feature whenever possible

• Use OneDrive for Consumer or

for Business

• Use a safe internet connection

• Avoid seedy web sites

Detect 

• Restore files using File History • Recover files from OneDrive for 

Consumer or Business 


